
BO Y TE CONG HOA xA HOI CHU NGHIA VI~T NAM
CVC CONG NG~ THONG TIN DQcl~p - TV' do - Hanh phuc

se. AO:S ICNTT-CSHT Ha Noi, ngay iL thang 04 ndm 2014
VIv khuyen nghi mot 56 bien phap kY
thuat ad ngan chan thu ai~n ill gia rnao

Kinh giri: - Van phong BQ
- Cac don vi tnrc thuoc BQY t€
- Sa Y t€ cac tinh, thanh phd true thuoc Trung uong

07 thang 04 nam 2014, O,lC Cong nghe thong tin nhan duoc cong
1.1f:!.~'::]..:;.~'::::::~~~~~N1 ERT-KTHT cua trung HimUng ciru khan cap may tinh Viet nam

(VNCERT) ngay 06 thang 03 nam 2014 v~ viec khuyen nghi mot sd bien phap
ky thuat d~ ngan chan thu dien nr gia mao, 8~ ngan chan cac thu dien ill gia
mao cua cac don vi trong nganh Y t€, Cue Cong nghe thong tin d~ nghi cac don
vi ap dung cac huang d~n theo cong van cua VNCERT, Cu the:

1) Nghien ciru tai lieu huang d~n phat hien thu dien ill gia mao kern theo Cong
van sd 172/VNCERT-KTHT ngay 01/07/2013 cua trung Him VNCERT. Tai lieu
tren co th~ tai nr dia chi http://www.vncert.gov.vn.

2) Cac don vi chi dao can bQ quan tri h~ thong thu dien nr nghien ciru cac
khuyen nghi trong tai lieu huang d~n kern theo cong van nay d~ ap dung cac
bien phap ky thuat loc va ngan chan thir dien ttr gia mao, phu hop voi di~u kien
thuc t~ tai ca quan, don vi.

3) 8~ cong tac bao v~ an toan h~ thong thtr di~n ill duoc thuc str hieu qua, va sat
voi tinh hinh thirc th€, d~ nghi cac don vi trong nganh Y t€ thong bao ngay cho
Cue Cong nghe thong tin theo huang d~n tai cong van sd 172IVNCERT-KHTT
khi phat hien thtr rac, thir gia mao d~ Cue lam d~u mdi thong bao cho VNCERT.

N€u co vftn d~ nay sinh trong qua trinh thuc hien d~ nghi cac don vi lien
h~ true tiep voi Cue Cong nghe thong tin d~ nhan duoc h6 tro ky thuat.z,

Xin tran trong earn an!

NO'i nhiin:
- Nhu tren;
- IT. Le Quang Cuong (d~ b/c);
- Liru: VT, CSHT

http://www.vncert.gov.vn.
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MOT s6 mEN PHApKfTHUATDtNGAN CHANTHh.. . .
f)I~N TU GIA M40 eHO QUAN TRJH~ THONG

(Ke7n theo cong van 56 49/VNCERT-KTHT ngay 6/3/2014)

Qua cong tac giam sat, Trung tam Dng ciru khan cap may tinh Viet Nam
(VNCERT) da phat hien g§n day trong cac h~ thong thu dien ill cua cac ca quan rlha
mroc xuat hien nhieu thu dien ill gia mao (c6 th6 rnao danh nguoi gui la nhan vifn,
lanh dao hay nhtrng ngiroi n6i tieng ... ) sir dung nhieu ky thuat c6 chu dich d6 qua nh~t
cac bo loc thu rac nh~m phat tan thong tin sai lech, ph~n mem doc hai, Trung t~m
VNCERT khuyen nghi cac co quan, t6 chuc ap dung mot s6 bien phap ley thuat duoi
day d~ han che tinh trang thu gia mao tai may chu thir dien ill cua co quan, t6 clnrc:

1. SUdung cac cong cu pha~g chong thu rac, thu gia mao r " I

Cac cong cu phong chong thu rac, thu gia mao la thiet bi hoac phan mem c6 chfc
nang phat hien, lee va ngan chan cac thu gia mao diroc giri den hoac gui di ill may chu
thir dien ill. Day la cac cong cu khong th€ thieu d6i voi cac he thong thu dien ill trong
c~ng tac phong chong thu rac va thir gia mao. Cong cu nay cho phep "x6a" ho~c "daF
dau la thtr rac" cac tlnr dien ill dua tren cac bo luat (rule) do quan tri he thong thiet
l~p: Tr~n thi twang hien nay c6 mot s6 sari pham phong chong thu rac, thir gia+
pho bien nhir:

- Thi~t bi phong chong thir rac, thir gia mao chuyen dung: Bkav Antispam Of.;
Proventia Network Mail Security System; Mail Secure - PineApp; McAfee Email
Gateway; ~ade-Retro Email Security; Cisco Email Security ~ppliance v.v... J

- Thiet bi nrong hra tich hop c6 clnrc nang phong chong thu rac cua cac ha g:
Tirong lu~ Ch~ckoint UTM" Fortinet, Cisco, Astaro v.v... "l

- Phan mem phong chong thu rac, thtr gia mao: Spam Assasin (phan mem ngupn
mo); Symantec Mail Security; OFI Mail Essentials; Lotus Protector for Mail Security
v.v ...

2. Thi~t lap cau hinh cho cong cu phong chong thu rac, thir gia mao

D~ han ch~, ngan chan viec may chu thu dien ill nhan phai thu gia mao, c~n d?tt
c~u hinh cho cac cong cu phong chong thu rac, thir gia mao dap trng cac yeu c~u sau
day:

- Danh d~u thu rac d6i voi cac thu dien ill gui d~n ill cac dia chi IP nam tro~g
danh sach dia chi IP den (Black List) do cac t6 clnrc chong thu rac quoc t~ c6 uy in
cung cap (sbl.spamhaus.org, dnsbl.njabl.org, cbl.abuseat.org, bl.spamcoP·let,
dnsbl.sorbs.net v.v ... ).

- Danh dau thu rac voi cac thu dien ill co cac ban ghi sau khong hop l~: ban ghi
:MX; ban ghi PTR; ban ghi SPF; ban ghi DomainKeys Identified Mail (DKIM).
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- Danh d~u thir rac voi cac thir dien ill co chira cac d~u hieu d~c trung thu duoc
khi phan tich thir gia mao, thir rac da nhan diroc (vi du: ten horn thu, dia chi may chu
thu, dean ky tv' d~c biet V.v... ). Tuy nhien bien phap nay de d§n d6n kha nang chan
nham. Do do khi lira chon bien phap nay thi cfuJ xac dinh that r5 cac d~u hieu dac
trung, duy nhat co the phan biet thu gia mao va thu khac.

Chu y: Khi ap dung cac chinh sach lee chan thir dien ill gia rnao nhir tren, h¢ thong
thu dien ill co the g?p phai mot s6 tnrong hop khong mong muon khi thu dien ill binh
thuong nhung bi nhan dang nham d§n d6n bi xoa hoac giri vao horn thu rac, tlnrong
nguyen nhan do hai ly do chinh sau: May chu gtri thu di¢n ill khong c~u hinh dung ban
ghi :MX, PTR hoac SPF; NOi dung thu di¢n ill co d~u hieu trung l?p voi d~u hieu nhan
dien thu rac da dircc thiet lap. Co the thuc hien xoa thu neu tim ducc cac d~u hieu
chac chan cho phep phan biet thu gia mao va thu hop l¢. De han ch~ viec x6a hoac
danh dau nham thtr dien ill hop Ie, quan tri h¢ thong cfuJ thuong xuyen theo doi va
kiem tra tinh hinh de co bien phap khac phuc, d6ng thai d~t c~u hinh h~ thong thu dien
ill chuyen huong thtr rac cfuJxoa sang mot horn thu d?c biet de phan tich truce khi xoa
hoan toano

3. Mot s6 bien phap quan trong khac

3.1. C~u hinh d~y du va chinh xac cac ban ghi (DNS) phan giai ten mien va dia chi IP
cua may chu thu dien ill.

Viec c~u hinh d~y du cac ban ghi DNS diroi day khong giup may chu thu dien ill
cua co quan, t6 chirc loc duoc thu gia mao giri d~n nhung giup cho cac may chu thu
di~n ill khac c6 the lQC duoc cac thu dien ill gia mao dia chi cua chinh co quan, t6
chirc cua ta. Khi c~u hinh ten mien (DNS) cfuJ chu y cac ban ghi sau day:

+ Ban ghi PTR: D~t dung gia tri ten mien cua may chu thu di~n ill. Viec nay giup
phan giai dia chi IP ra ten mien diroc chinh xac, D6ng thai h6 tro viec kiem tra phan
biet thtr hop l~ va thir gia m9-Oduoc chinh xac.

+ Ban ghi SPF: D?t danh sach cac dia chi IP ducc phep giri thu theo ten mi~n cua
cc quan, t6 chirc. N guoi quan tri c§l1 khai bao chinh xac dia chi IP cua may chu giri
thu dien ill d~ cac he thong khac co th~ loai till cac dia chi IP giri thir gia mao dia chi
cua co quan. Can bo quan tri chu y sir dung tinh nang "hard fail" ("-all") d~ loai bo tit
ca. cac may chu khac giri thir duoi ten mien cua co quan.

+ Ban ghi DKIM: D?t khoa cong khai cua may chu thu di¢n ill do chirc nang
DKIM cua may chu thu dien ill t9-0ra. Clnrc nang nay thuong chi co (; cac phien ban
moi phat hanh cua h~ thong thu dien nr, chirc nang nay cho phep kiem tra chinh xac
nguon g6c may chu gli"ithu dua tren viec irng dung giai thuat ma hoa c6ng khai (ma
h6a b~t d6i xUng).

3.2. Thuong xuyen theo d5i, ki~m tra ten mien va dia chi IP cua may chu thu dien ill
tren danh sach den (Blacklist) cac t6 chirc chong thir rac de dam bao ten mien va dia
chi IP khong bi dua VaGdanh sach dia chi den. MOt s6 t6 chirc cung c~p chirc nang
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kiem tra danh sach den nhu: mxtoolsbox.com (http://mxtoolbox.cOmiblaCklistS'r·sPX),
spamhaus (http://\:vv,'\v.spamhaus.org/lookup/).DNSBL (http.z/www.dnsbl.info/I] N~u
phat hien dia chi, IP hoac ten mien c~a may ch~ thir dien ill ?i lot v~o danh sach dlen thi
nguoi quan tri can lien h~ :r6i cac to chirc chong thir rac de t,im hieu nguyen nh~n, xu
1y va tim each dua ten mien hoac dia chi IP cua co quan, to chirc ra khoi danhi sach
nay.

., I l

3.3. Dao tao k-y nang va nang cao nhan thirc cho nguoi dung khi sir dung thu di¢n ur,
d~c biet cac v~n d~ sau:

+ B~t va qUID ly an toan mat khau tlm dien nr,

+ Chi sir dung cac phucng thirc an toan d€ truy cap h0111thu dien ill,

+ PhM hien va bao cao khi xu~t hien thu rac, thu gia rnao.

3.4. C~p phat chir ky s6 d~n tung nguoi sir dung va sir dung chir ky s6 d€ 1<:)1 thu dien
ill truce khi giri va kiem tra thu dien tu khi nhan diroc. Bay la 111Qttrong cac bien phap
an toan nhat d€ phat hien va phong chong thu gia mao.
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